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DISA Enterprise Services Directorate (ESD)
Service Request Form (SRF) – Server

Version 2.3 – February 4, 2013
Instructions
Project Version Control
Identify the requirement as either new workload or a modification of existing workload in the information block at provided.  Annotate the date and increment the version each time a change is made.

Part 1 - Project Overview

The Project Overview captures key data about the project in a concise summary format.

· The System/Application Name is generally provided by the Partner, but is unique and descriptive to avoid confusion with other systems.

· The Partner is the entity with authoritative control over requirements, and usually the entity funding the effort.

· Project Title is a unique name given to the project that is descriptive to the service being requested (e.g., New [Partner system] production web server, [Partner system] Test environment).

· The Accrediting Agency is the name of the organization represented by the Partner DAA and is not necessarily the same as the Partner name.  The Accreditation Expiration is the date that the current IATT, IATO, or ATO expires.  If the system is not formally accredited at the time of SRF completion, enter “Not Accredited.” The latest Information Assurance guidance on accrediting systems hosted by ESD can be accessed at this link.
· Target dates are negotiated with the Partner and represent schedule estimates.  The Customer Management Executive (CME) Team should be sensitive to these dates and proactively communicate with the Partner, as early as possible, whenever the dates are threatened.
· The System/Application Description should provide an overview of the key functional and technical elements of the system and describe what the system will do and look like at the conclusion of implementation.  This content can sometimes be extracted from the existing IA accreditation package system description or other system documentation. 
· Operational Impact – Brief description (1-2 sentences) about what would happen if the system/application were not processing successfully.
· Designated Hosting Site – for existing workload indicate the hosting site.
· Managing Site – for existing workload indicate the managing site. 
· The Project Description is an executive summary of what is achieved through the implementation project and salient project attributes that may influence cost, technical, or schedule risk.  The description must address at least the following topics.  Any additional relevant information about the project should also be included.

· Partner’s goal

· Any known IA risks and potential impacts

· Major elements of the solution (e.g., T&D, COOP, Partner equipment, etc.)

· Major phases of the project, as well as timeframes

· Any other unusual requirements or concerns (can be technical, political, etc.)

· Special Compliance Data will be used in the SLA to identify applications wherein the application data may require special compliance in cases of audit readiness or data calls.  An application is not limited to containing only one type of Special Compliance data; every category that pertains should be indicated.  The categories are below:
· Personally Identifiable Information (PII) refers to data such as people’s names, birth dates, and social security numbers.  Training systems would qualify if they record the student’s name and SSN.  

· Health Insurance Portability and Accountability Act (HIPAA) refers to health information regarding patient medical records.  

· Financial Systems contribute, directly or indirectly, to an organization's financial statement.  This includes machines that store or process information about assets, payments, financial obligations, or anything else that contributes to financial statement reporting.  Examples include ATAAPS, DJMS, and most DFAS applications.  If a system merely tracks and reports this type of information, but in no way contributes to a financial statement, it is not a financial system. 

· Nuclear Information would be indicated if the data being processed contained any information regarding nuclear weapons or warfare.  

Part 2 - Implementation and Cutover Support Requirements

The Implementation and Cutover Support Requirements section is intended to capture information and facts that have a material impact on the system implementation. 
Part 3 - Technical Requirements, Part 4 - Standard and Optional Rate Based Services, and Part 5 - Non-Standard Requirements

These sections collect details of your requirement that can be directly compiled into a functional specification for your ESD-Standard requirements and will help us assess your requirements better if they are non-standard.  Consult the DISA Service Catalog for additional details on our standard services or contact your Customer Account Representative (CAR) with questions about filling out this service request.  Links to both are accessible from the Enterprise Services Partner Portal at this link.
Note: The best method to add rows to any table in the SRF is as follows:  

· Carefully highlight the entire last row in your table of choice, including the small ‘blank’ space just beyond the outside of the gridline.

· Right-click and select <Insert> and then select <Insert Rows Above>.    A new, blank row is now added to your table.  

· To populate the new row with a title and those grey input fields, copy a populated row and paste it into your new row.  Change the title accordingly.
Project Version Control
	Type of Server Requirement:
	 New Workload

 Addition To or Modification of Existing DECC Workload
	Version:
	     

	1. 
	
	Date:
	     

	SRF Development History

	Date
	Section Reference
	SRF Version Number
	Partner Acknowledgement
	Description

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	BASELINE SRF ACHIEVED
	DATE:       
	Partner Acknowledgement:       

	Baseline Change Request (BCR) History

	Date
	Section Reference
	BCR Number
	Partner Acknowledgement
	Description

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     


Part 1 - Project Overview

Project Identification

	2. System/Application Name
	3. Partner 
	4. Project Title
	5. ESD Control Number
	6.  Priority

	     
	     
	     
	ESD to complete
	

	7. Designated Hosting Site
	     
	8. Managing Site
	     

	9. Project Description

	Describe project details, dependencies, and constraints below.  Attach any relevant design specifications or documentation to this section:

	     
 Federal Data Center Consolidation Initiative (FDCCI) Project 

	10. System/Application Description

	     

	11. Operational Impact

	     

	12. ASC/BAN
	13. System MAC Level
	14. Confidentiality Level
	15. DoD Network

	     
	     
	 Public

 Classified

 Sensitive
	 DISA NIPRNet 

 DISA SIPRNet

 Partner DAA Accredited Enclave (CDAE)

	16. Accreditation Status
	17. Accrediting Agency
	18. Accreditation Expires

	     
	     
	     


	Special Compliance Information (select all that apply)

	19. Personal Identifiable Information (PII)
	20. Health Insurance Portability and Accountability Act (HIPAA)
	21. Financial System/ Application
	22. Nuclear Information

	 Yes                No
	 Yes                No
	 Yes                No
	 Yes                No

	23. Data Access
	24. CAC Enabled (Restricted/Private)

	 Unrestricted (unauthenticated) 

 Restricted (authenticated .com)

 Private (access from .mil only)
	 Yes

 No


	25. Points of Contact
	Name
	Office
	Phone
	Email

	Partner Program POC
	     
	     
	     
	     

	Partner Technical POC
	     
	     
	     
	     

	Partner Financial POC
	     
	     
	     
	     

	Partner  IA POC
	     
	     
	     
	     

	ESD Team Lead
	     
	     
	     
	     

	ESD Project Manager
	     
	     
	     
	     

	ESD Technical Lead
	     
	     
	     
	     

	ESD CAR
	     
	     
	     
	     

	ESD IA Representative
	     
	     
	     
	     

	ESD Network Lead
	     
	     
	     
	     

	ESD Software Engineer
	     
	     
	     
	     


	Key Dates

	IOE Date – Initial Operating Environment - Date that Operating Environments are turned over to the application administrators for application load

IOC Date – Initial Operating Capability - Date that Operating Environments are configured for production users

	26. Target LE Date
	27. Target Funding Date
	28. Target IOE Date
	29. Target IOC Date

	     
	     
	     
	     


	30. Risk Assessment 

	Technical
	Schedule
	Information Assurance

	 High 

 Medium

 Low
	 High 

 Medium

 Low
	 High 

 Medium

 Low

	Enter Details of Any “High” or ‘Medium” Risks Noted:

	     


Part 2 - Implementation and Cutover Support Requirements

	1. Implementation Contacts

	Role
	Name and Contact Information

	Partner Lead Technical POC
	     

	Partner Lead Management POC (Authority to approve changes)
	     

	Vendor or Integrator SME
	     

	Other Implementation POC (Specify)
	     


	2. Data Migration Requirements

	Data Element Name
	Size (GB)
	Type 
(DB or Flat File)
	Migration Method 
(Offline Copy, Online Copy, Synchronous Replication)

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     


	3. Cutover Requirements

	Describe the cutover window in terms of length and timing constraints:
	     

	Describe the Partner, integrator, and vendor resources necessary to support cutover:
	     

	Describe any system-specific post-cutover acceptance criteria:
	     

	Describe any post-cutover parallel processing requirements:
	     


	4. Performance Metrics

	Provide any performance metrics that must be attained for systems migrating to DISA:
	     


Part 3 - Technical Requirements

	1. Partner Disposition

	Which of these statements best describes the Partner’s view of their technical requirements?

	The Partner is providing a detailed specification for computing infrastructure that they expect to deliver without modification.
	     

	The Partner is providing detailed technical requirements based on an existing environment but acknowledges the design may not be optimal for DECC hosting and is willing to engage DISA ESD to explore design alternatives.
	     

	The Partner is providing general technical description and requires DISA ESD technical assistance to define technical requirements.
	     

	Other (fill in here):        


	2. Operating Environment (OE) Requirements

	In the table below, specify the OEs required; their functions, and any application software required, along with any known sizing details available for each.  If you have no constraints on OS or software, leave those columns blank.  (Note that any application software items are in addition to the Operating System and Systems Management tools installed by DISA ESD)

	Server Name (hostname or unique identifier if not known)
	Server Function (e.g., web, database, app)
	Environment (Production, Test, COOP)
	Clustering
	OS
	OS Version
	32- or 64-bit
	Req RAM (GB)
	Number of Cores Required
	Workload Characteristics (e.g., total no. of users, concurrent users, high water mark)

	     
	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     
	     


	3. OE Storage Requirements

	In the table below, specify the storage that is required by each OE (Usable Storage in GB):

	Server Name and Function
	Allocation for Application
	Allocation for Database
	Allocation for Logs
	Allocation for Flat Files
	Total (GB)

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	Total Usable Storage Required (in GBs):
	     


	4. Web Interfaces

	In the table below, identify URLs required and their attributes
Public – Any service intended to provide unclassified and non-sensitive information accessible from outside the NIPRNet, to include anonymous access.
Restricted – Any service intended to be accessible from the Internet and serves sensitive information to a limited set of users.  Access controls are in place to limit the user set who can access the service.
Private – Any service meant to be accessed only from the NIPRNet or SIPRNet, respectively (.mil only).

	URL Name
	Application
	Public/Restricted/Private
(see definitions below)
	Load-balanced to Multiple Web Servers (Yes/No)

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     


	5. External System Communication Requirements

	In the table below, list the OEs that require communication with any external system. Specify the ports and protocols used by each.  This does not include external access for administration by privileged users.

	Internal Server or Enclave Name
	Function
	External Server or System Name and Domain
	Party Initiating Communication
	Ports
	Protocols
	Notes

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     


	6. Internal System Communication Requirements

	In the table below, list the OEs that require communication with other OEs within the enclave.  Specify the ports and protocols used by each.

	Internal Server 
	Function 
	Target Internal Server
	Party Initiating Communication
	Ports
	Protocols
	Workload Characterization

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     


	7. Software Requirements

	In the table below, list all application software, tools and accessories. Do not include DISA ESD-provided Enterprise Systems Management (ESM) software.

	Server Name
	Software Vendor
	Software Name
	Detail Version Information
	Software License Provided/Procured by
	Licensing or Acquisition Notes

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     


	8. User Authentication Requirements 

	Does user authentication / authorization require access to a remote resource (e.g., LDAP, AD)?                       Yes           No

	If Yes, who will manage the authentication / authorization database?       


	9. Networking & Security

	Describe any specific data protection requirements (e.g., data at rest) specified by the data owner.

	     

	Describe any interconnection requirements among DoD applications operating at different classification levels                                              (e.g., SIPRNet to NIPRNet or vice versa).

	     

	Describe any system-to-system interfaces with government agencies, commercial companies, foreign countries, etc.

	     

	Are any network VPNs required to secure system-to-system interfaces?  
	                     Yes      No

	If Yes, network VPNs required, remote sites are:
	   .com     .mil     .gov

	Characterize anticipated aggregate bandwidth requirements (data center inbound/outbound).

	     

	Load Balancing:   Describe any local or global application and/or server load balancing requirements.

	     


	10. Local High Availability Requirements – Does the system require any specific local high availability feature for any specific OEs or functions (e.g., clustering, Oracle RAC)?  

	   Yes           No 

	If Yes, please elaborate on the requirement (if possible identify the OEs to be clustered and the type of clustering required, e.g., active, passive, RAC) below:

	     


	11. Remote or Second Site High Availability Requirements – Does the system require remote or second site high availability feature for any specific OEs or functions (e.g., remote failover, clustering, Oracle RAC)?  

	   Yes           No 

	If Yes, please elaborate on the requirement (if possible identify the OEs to be clustered and the type of clustering required, e.g., synchronous, asynchronous, RAC) below:

	     


Part 4 - Standard and Optional Rate-Based Services

	1. Core Services

	Every workload hosted in the DECC is assessed Basic Services.

	Basic Services
	Basic Services includes System Administration (on-site support during normal business hours (8x5) with two-hour on-call response outside of normal hours), Security, Facilities Support, Standard Operating Environment (SOE) core software, Power, and Communications (local infrastructure/shared communications), and Level II Service Desk  services.  Level 1 and Level 3 services are not provided in Basic Services.  Basic Services is assessed by Operating Environment.

	Describe any requested deviations from these core services:       


	2. Optional Services

	Standard solutions must include “Hardware Services” and may include any of the “Optional” service shown below.  Review and check any requested optional services:

	
	Hardware Services - Hardware Services covers the cost of platform acquisition and maintenance, depreciation, racks, cables, networking, and tech refresh.   Hardware Services are assessed by Operating Environment.  You must select Hardware Services to take advantage of ESD’s current Hardware Services rate.  

	
	Application Support – An optional service consisting of Tier 2 Service Desk support of a dedicated application.  Examples include running special jobs on behalf of users, re-running aborted jobs, loading new releases of functional-user software, etc.  If application support is selected, it will be applied to all Operating Environments associated with a Partner’s workload.

	
	Database Administration – This optional service includes the labor to provide Database Administration support and to ensure databases comply with security guidelines.  It only applies to Database servers.  

	
	Oracle Grid Control – This optional service provides the ESD standard web based database monitoring and management interface to Partner DBAs.  It is included if the Partner is paying for Database Administration, but can be selected as an option by those Partners who elect to perform their own DBA support.  It is billed at 10 percent of the Database administration rate.

	
	Database Software Maintenance – An optional service for the maintenance of Oracle database software.  Costs associated with this include the software maintenance and not the license itself.  Note: DB Software Maintenance is a required service if ESD provides Oracle licenses.

	
	24 x 7 System Administration – An optional service that provides seven days a week, 24 hours a day (24X7),  full system administration support.  Standard system administration support is part of Basic Services.

	
	24 x 7 Application Support – An optional service that provides seven days a week, 24 hours a day (24x7), full application support.  Select this option if the standard 8x5 with two hour after-hours response time is insufficient.

	
	24 x 7 Database Administration – An optional service to administer a Partner’s database seven days a week, 24 hours a day (24 x 7).  Select this option if the standard 8x5 with two-hour after-hours response time is insufficient.

	Include any comments or relevant  information related to the selected optional services above:       


	3. Conditional Services

	Conditional services may be required depending upon the optional services selected.  Review and check any applicable conditional services that apply:

	
	Web Administration – This conditional service is required for web servers only and includes the labor required to administer web servers and ensure web servers comply with security guidelines.   Web Administration is billed at the Application Support rate.    There is no cost for web servers utilizing Microsoft Internet Information Services (IIS) as the cost is included in Basic Services.  

	
	Database Security – This conditional service includes the labor associated with ensuring database servers comply with security guidelines (e.g., consultative services on the STIG, handling STIG findings, database scans, and VMS entry and validation) and applies to those database servers for which the Partner retains the DBA function themselves.  It is billed at 10 percent of the optional Database Administration rate.  Database security is included for those database servers that the Partner selects Database Administration.

	
	Capacity Planning Reporting – Partners who maintain their own hardware and do not pay the Hardware Services rate may elect to receive capacity planning reports billed at 10 percent of the Hardware Services rate. 

	Include any comments or relevant  information related to the selected conditional services above:       


	4. Service Continuity

	If remote site Continuity of Operations Plan (COOP) support is required, please select one of the options below:

	
	Shared COOP – Referred to as “Remote Recovery Combination 1” in the DISA Service Catalog
(RTO = 5 days, RPO = 7 days) – MAC III applications only

	
	Shared COOP w/Replication Option – Referred to as “Remote Recovery Combination 1.2” in the DISA Service Catalog
(RTO = 5 days, RPO = 24 Hours) – MAC III applications only

	
	Dedicated COOP – Referred to as “Remote Recovery Combination 2” in the DISA Service Catalog
(RTO and RPO = 24 hours)

	
	Dedicated COOP – Referred to as “Remote Recovery Combination 3” in the DISA Service Catalog
(RTO and RPO = 8 hours)

	
	High-Availability COOP – Referred to as “Remote Recovery Combination 4” in the DISA Service Catalog
(RTO = 30 minutes, RPO = 1 Sec)

	
	Custom – (Failover, Test & Development (T&D), Partner managed COOP, etc.)

	
	No DISA-provided COOP

	Note any special considerations related to your Service Continuity requirement here and provide more detailed specifications in the Non-Standard Requirements section, if applicable:

	     


Part 5 - Non-Standard Requirements

Fulfillment of non-standard requirements are generally not included in ESD’s published server and storage rates and entail additional design and integration efforts, special considerations/approvals (waivers), and/or long procurement lead times.
	1. Non-Standard Configurations or Partner-Provided Items

	In the table below, specify non-standard or Partner-provided hardware that must be deployed at a DECC in support of this system.

	Item Name or Description
	Item Type (Server, storage, network, software, other)
	Purpose
	Justification (explain why standard components will not work)
	Source
	Acquired by
	Maintenance Arrangement if Partner Provided (contract number, vendor, expiration date)
	Will ESD     Pick Up Maintenance Upon Current Contract Expiration?

	     
	     
	     
	     
	     
	     
	     
	 Yes

 No

	     
	     
	     
	     
	     
	     
	     
	 Yes

 No

	     
	     
	     
	     
	     
	     
	     
	 Yes

 No

	     
	     
	     
	     
	     
	     
	     
	 Yes

 No

	     
	     
	     
	     
	     
	     
	     
	 Yes

 No

	     
	     
	     
	     
	     
	     
	     
	 Yes

 No


	2. Non-Standard Support Requirements

	In the space below, explain any non-standard operations or support requirements. For example, any SME labor or non-standard support functions.

	     


	3. Non-Standard Communications or Network Requirements

	In the space below, explain any non-standard network or communications requirements. For example, any deviation from DISA ESD enclave designs, exceptional bandwidth, latency or access requirements, etc. Include diagrams if available.

	     


	4. Non-Standard Other

	In the space below, explain any non-standard unusual, unique or exceptional requirements that do not fit into the previous categories.

	     


	5. Additional Documentation 

	Attach and identify in the space below any documents that support the specification of non-standard requirement(s) noted in this section:

	     


1
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