PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DoD Instruction 5400.16, "DaD Privacy Impact Assessment (PIA) Guidance”. Complele this form for Department of Defense
(DoD) information systems or etectronic collections of information (referred lo as an "elecironic collection™ for the purpose of this form) that collect, maintain, use.
and/or dissaminate personally Identifiable information (Pil} about members of the public, Federal employees, coniractors, or foraign nationals employed al U.S.

military facilities internationally. In the case where no Pll is collecled, the PIA will serve as a conclusive determination that privacy requirements do not apply to
syslem,

1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

Business Objects Enterprise Reporting Service (BOERS)

2. DOD COMPONENT NAME: 3. PIA APPROVAL DATE:
Defense Information Systems Agency 02/06/20

Human Resources Directorate

SECTION 1; Pll DESCRIPTION SUMMARY {FOR PUBLIC RELEASE)
a. The Pll I_s: (Check one. Note: foreign nationals are included in general public.)

[ From members of the general public [X] From Federal employees and/or Federal contractors

D From both membars of the general public and Faderal employees and/or D

Federal contractors Not Collecled (if checked proceed o Saction 4)

b. The Pll Is In a: (Chack ons}

[(] New DoD Information System [] New Electronic Collection
[X] Existing DoD Information System E] Existing Electronic Collection
[:] Significantly Modified DoD Information System

¢. Describe the purpose of this DoD Information system or electronlc collection and describe the types of parsonal information about Individuais
collected In tha aystem.

BOERS 1 used by TTuman Resources personnel and pravides the ability 1o generate standard and ad-hoc reporis to assist with personnel
management and personnel administration. Reporting functionality provided by third-pany, Structured Query Language (SQL). The
infurmation collected is not retained and is refreshed vin a ditabase link to the System of Record. BOERS is not a transactional system. It is
a business intelligence (B1) software application which allows users to generate reports with functionality to perform data mining and drill
down,

Position authorization and comrol information; position descriptions and performance clements; employment information; personnel data
and projected suspense information For personnel actions; financial information to include pay, benefits, and entitlements data.

Historical information on emplayees, including job experience, education, training, and training transaction data; performance plans, interim
appraisals, final appraisals, closeouts and ratings; professional accounting or other certifications or licenses: awards information ind merit

promaotion information; separation and retirement dinta; civilian deployment information and adverse and disciplinary action duta; seeurity
clearance information,

Personnel information including but not limited 1 employee, Employee number, birth date, gender; race and national origin; handicap code;
and foreign Innguage copability md (Employee who works purt-time i severnl ngencies, Electronic Data Interchange Person Idemifier
(EDIPD, and Common Aceess Card (CAC) number,

d. Why s the Pll colfactied and/or what is tho inlonded usoe of tha PI1? fo.g. vorification, idontification, authontication, dala maiching, mission-reinted use,
odminisirolivo uso)

Dot Matching and Mission-related use

e. Do Individuals have the opportunity to object to tha collection of thelr PH? (] ves [X] No
{1) Il “You,” doscribe the mothod by which individuals con object lo the collection of Pl

(2} I “No.” stote tho renson why individuals cannal objoct to the colfaction of PII

The inTormation is provided by the mithoritative sources such as DTPDS,MITPERS, cte and is not directTy collected Trom the individual.

1. Do individuals have the opportunity lo consent o the specific uses of their PII? E] Yos [z] No
(1)1 "Yas." doscribo the mathod by which individuals can give or withhold thalr consent

{2) 11 "No,” slale the roason why individuals cannot give or wilhhold their consoenl
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‘The information is provided by the authoritative sources such as DCPDS, MILPERS, etc and (s not directly collected from the individual.

g. Whan an individual is asked to provide Pll, a Privacy Act Statement (PAS) andlor a Privacy Advisory must be provided. (Check as appropriate and
provide the aclual wording.)

[0 Privacy Act Statement [] Privacy Advisory [¥] Not Applicable

Individuals are not asked to provide PII data tor BOERS. BOERS is covered by the Privacy Act ol 1974, For questions regarding personal
information, users are required to contact their local Human Resources Office.

h. With whom will the Pl be shared through data exchange, both within your DoD Component and outside your Component? (Check alf that apply)

[X] Within the DoD Component Specify |WHS Human Resources personnel |
Human Resources personnel/Admintsirative OfTicers within

Other DoD C 1 Specify. .

Ed e pecify serviced DOD Components that have a need to know

[] Other Federal Agencies specify. [N/A |

[] State and Locat Agencies Specify |NIA |
Conltractor (Name of contraclor and describe the language in

D the conlract thal safeguards Pll. Include whether FAR privacy

clauses, i.e., 52.224-1, Privacy Act Nolificalion, 52.224-2, Specify. [N/A
Privacy Acl, and FAR 39.105 are Included in the conlract.)

|:| Other {e.g, commarcial providers, colleges). Specify MA
I. Source of the Pll collected Is: (Chack aif that apply and list all information systems if applicable)
[ individuats [J Dpatabases

(X] Existing DoD Information Systems [C] Commercial Systems
[] Other Faderal nformation Systams

N/A

J. How will the information be collected? (Chack all thal apply and list all Ofiicial Form Numbaors if applicablo)

[0 E-mail [C] oOfficial Form (Entar Form Numbor(s) in tho box bolow)
(] Face-lo-Face Contact [ Paper

[] Fax [C] Telephens Intarview

[X] information Sharing - Systam lo System [0 website/E-Form

[C] Other (i Othar, entor the information in tho box bolow)
N/A

k. Doos this DoD Information systom or slectronle collaction require a Privacy Act Systom of Records Notice (SORN)?

A Privacy Act SORN is requirod if the Information syslom or elecironic collaclion contains information about U S cilizens or Inwful parmanent U.S rosidents that
is retrioved by nama or other unique identifier. PIA and Privacy Act SORN information mus! ba consiatent

[x] ves ] No

I “Yos." anler SORN Systam Identifier  [1DPPR 34 |)()]) |

SORN Idonlifier, nol Ihe Fedaral Registar (FR} Cilation  Consult the DoD Component Privacy Office for additional informalion or hilp //dpcid defense gov/
Privacy/SORNs/

or
Il 5 SORN has nol yet boen publishod In tho Federal Rogistor. enlor dale of submission for approval to Dafonse Privacy. Civil Liberties. ond Transparency
Division (DPCLTD) Consull the DoD Component Privacy Office for (his date

I “No.” explain why the SORN is nol raquirod in accordance with DoD Raogulation 5400 11-R Department of Dalanss Privacy Program

|
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|. What is the National Archives and Records Administration (NARA) approved, pending or general records schedule (GRS} disposition authority
for the systam or for the records maintained in the system?

(1) NARA Job Number or General Records Schedula Authority. |

{2) If pending, provide the date the SF-115 was submitted to NARA, | |

(3) Relantion Instructions.

Disposition Authority DAA-GRS2017-0003-0002. System’s function is to generate standard and ad-hoc reports from other systems of record
that are scheduled such as DCPDS, MILPERS, etc. BOERS is not a transactional system. It utilizes a business intelligence (BI) software
application which allows users to generate reports with functionality to perform data mining and drill down, Information collected is NOT

retained. Temporary. Destroy upon verification of successful creation of the final document or file, or when no longer needed for business
use, whichever is later,

m. What is the authority to collect information? A Federal law or Executive Order must authorize the collaction and malntenance of a system of
records. For Pll not collected or maintained In a systom of records, the collaction or maintenance of the Pll must be nacessary to discharge the
requirements of a statue or Executive Ordar.

{1) W this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Aclt SORN should be similar.

(2) Ifa SORN does not apply, cite the authorily for this DoD informalion system or electronic collaction to collecl, use, maintain and/or disseminate P,
(1 muttiple authorilies are cited, provide all that apply).
(a) Cite the specific provisions of the statule and/or EO that authorizes the operation of the system and the collection of Pl

{b) I direct statutory autherity or an Exacutiva Order does not exist. indirect stalutory authority may be ciled if the authorily requires the
operation or administration of a program, the execulion of which will require the collection and maintenance of a system of records

(c) I diract or indirect authority does nol exist, DoD Components can use their general statutory grants of authority {“inernal housekeeping”) as
the primary authorily, The requiremant, direclive, or instruction implementing {he statute within the DoD Component must be idenlifiad

Trivacy Act SORN: DOD requested that all component personnel systems attached to OPM's system notice - OPM-GOVT-T.

Authority for DOD electronic collection: Authority to create the Defense Civilian Personnel Data System (DCPDS), which includes the
reporting ool (database).

AUTHORITY FOR MAINTENANCE OF THIE SYSTEM:

5 CFR Part 1302, Privacy Act Procedures; 5 USC 2951, Reports to the Office of Personnel Management; § USC 3301, Civil service -
generally; 5 USC 3372, General provisions; 5 USC 4118, Regulations; 5 USC 8347, Administration - regulations; 5 U.S.C. Chapter 11,
Office of Personnel Management: 5 U.S.C. Chapter 13, Special Awthority; 5 US.C. Chapter 29, Commissions, Oaths, Records, and Reports;
$ US.C. Chapter 31, Authority for Employment; 5 ULS.C. Chapter 33, Examination, Selection, and Placement; 5 U.8.C. Clupter 41,
Training: 5 U.S.C. Chapter 43, Performance Appraisal; § U.S.C. Chapter 51, Classification; § U.S.C. Chapter 53, Pay Rates and Systems; §
LLS.C. Chapter 55, Pay Administration; § US.C. Chapter 61, Hours of Work; 5 ULS.C, Chapter 63, Leave: $ US.C. Chapter 72, Anti-
diserimination; Right to Peution Congress: 5 ULS.C. Chapter 75, Adverse Actions: 5 1LS.C, Chapter 83, Retirement; § £.5.C. Chapter 99,
Department of Defense National Seeurity Personnel System; § U.8.C. 7201, Amti-diserimination Policy: minority recruitment prograum; 10
ULS.C. 136, Under Sceretary of Defense for Personnel and Readiness; 15 0, 9830, Amending the Civil Service Rules and Providing for
Federnl Personnel Administration, as amended; 1.0, 12107, Relating to the Civil Service Commission and labor-management in the Vederal

n. Doos this DoD information system or alocironic collaction have an active and spproved Otfice of Mansgament and Budgoet (OMB) Control
Number?

Caontact tha Componen! Information Managemant Control Officar or DoD Clearance Officer for this informaltion This numbaer indicales OMB spproval 1o
cotiact data from 10 or more membaera of the public in a 12-month pariod regardioss ol lorm or format

O] Yes [x] No [] Ponding

{1)1"Yos " liat oll npplicablo OMB Control Numbars, collaclion tillos, and oxpiralion dolos

(2) I *No,” oxplain why OMB approval ia not required in accordance with DoD Manual 8910 01, Voluma 2, * DoD Information Colleclions Manual
Procaduras for DoQ Public Infarmalion Colleclions ©

(3) i "Ponding " provide Ihe date lor tha 60 andior 30 doy notice and tha Fadoral Registar cilalion
ORMIapproval i not required i necordunee with Section RHTT ol Tnclosure Y ol Thold Manual RFITOT - Volume 7
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