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Agenda

• Reasons SE is not done in Cyber

– Cultural Problems and Opinions  

• SE Rationale for Cyber

– Doctrine, Organization, Training, Leadership, Personnel, Facilities (DOTMLPF) 

Decision-Based Example

• Latest approaches to SE in Cyber

– DOD Cybersecurity Assessment Review (DODCAR), Connecting NSA's Threat 

Framework 

• Cyber SE benefits to Program

– Communication, Management, and Portfolio Planning 
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Reasons SE is not done in Cyber:

Cultural Problems and Opinions  

• Oversimplifying the complexity of the problem

• Spending excessive funds just discussing the problem

• Commissioning a burdensome documentation effort

• Forcing engineers outside their skills for urgent needs

• Meeting the changing decision needs of the PM

• Organizing SE is harder that building the systems
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SE Rationale for Cyber:

DOTMLPF Decision-Based Example

• Need to organize engineering to beat organized crime 

• Need to synchronize the expanding and compressing solution spaces

• Need to execute lean Systems of Systems (SoS) approach 

• Need to provide high ROI engineering guidance to PM

• Need to quantify the extra dimensions of a decision

• Need to normalize priorities (with a DOTMPLF example)
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Normalizing Priorities with DOTMLPF –

Criteria Scoring Approach
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Normalizing Priorities with DOTMLPF –

Criteria Scoring Approach
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Capability Database Planning with DOTMLPF –

Historical Decision Weighting and Recording 

After this, we get all the exceptions…the “But, but, but, you didn’t consider this.”

We will need a next step for scoring that will normalize biases.
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Latest approaches to SE in Cyber:

DODCAR, Connecting NSA's Threat Framework 

• Use DoD Cybersecurity Assessment Review (DoDCAR) as the next 

dimension for normalizing priorities  

• Use “Threat Capability Coverage Scoring” to support decisions

• Use DoDCAR engineering input to acquisition decisions

• Use SW engineering approaches to define threat activities

• Connect engineering data between DoDCAR, RMF, and DoD Architecture 

Framework (DoDAF)
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Threat Framework Cyber Capability Scoring and 

Decision Support
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Threat Framework Engineering Input to 

Acquisition Decisions
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Cyber Threat Activity Definition in SW Engineering Model
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Connecting DoDCAR, RMF, and DoDAF Activity Models

Create scheduled task

Task scheduling is used to execute programs on a 

periodic basis to persist adversary capabilities or 
gain elevated privileges

• System Component(s) Affected
• Component/Object (Blue Boxes)
• Features of the component

• Threat Actions (Process Oval) 
• Cyber Swim lanes: Protect, Detect, Respond, 

Identify 
• Security capability mapping & rough score 

(color)
• For inserting RMF mappings to Threat 

Activity (Controls)

Challenges: The best tool; Getting the right systems engineers
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Conceptual Threat Activity Diagram – Create 

Scheduled Task (Inside the State of Persistence)
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Cyber SE benefits to Program

Communication, Management, and Portfolio Planning 

• Method for communicating architecture, diagrams, and projects

• Technical Roadmap and functional WBS for planning

• Consistent and measurable data from Technical Reviews and IBRs

• Data for integrating Program Management 

• Processes for rapid change in requirements 

• Justification for funding
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